1

A Priority-Aware Multichannel Adaptive
Framework for the IEEE 802.15.4e-LLDN
Gaetano Patti, Lucia Lo Bello

Abstract—The Low Latency Deterministic Network (LLDN)
protocol defined in the IEEE 802.15.4e amendment is intended
for factory automation applications that require very low latency
and large networks, such as automotive manufacturing. However,
LLDN does not provide priority support to properly deal with
real-time traffic or dynamic channel configuration capabilities
to cope with unreliable channels. Moreover, it offers a limited
scalability, as the cycle time grows linearly with the number of
network nodes. This paper proposes the Priority-aware Multichannel Adaptive (PriMulA) framework, which introduces in the
LLDN priority-aware scheduling, multichannel communication,
adaptive channel selection, and channel blacklisting. PriMulA
supports a higher number of network nodes than the LLDN
protocol while keeping short cycle times. In addition, PriMuLA
avoids deadline miss and improves the network reliability. It
maintains the interoperability with LLDN standard nodes and
can be implemented on Commercial Off-The-Shelf (COTS)
devices. The paper presents the framework, a schedulability
analysis, comparative simulations, and a proof-of-concept implementation.
Index Terms—Real-time networks, Industrial networks, Realtime scheduling, IEEE 802.15.4e, Low Latency Deterministic
Network.

I. I NTRODUCTION

AND MOTIVATION

NDUSTRIAL wireless sensor networks (IWSNs) require
bounded message latency [1]–[3], high reliability [4]–[6],
scalability [7]–[9] and, in some cases, very short cycle times.
As such requirements were not adequately addressed by the
IEEE Std 802.15.4-2011, the IEEE 802.15.4e amendment [10]
was proposed, which defines three Media Access Control
(MAC) protocols, i.e., the Low Latency Deterministic Network
(LLDN), the Deterministic and Synchronous Multi-channel
Extension (DSME) and the Time Slotted Channel Hopping
(TSCH). These protocols are quite different, as they target different industrial application domains. DSME fits well general
industrial applications that do not need low latency, but require
deterministic latency, flexibility, high reliability, efficiency,
scalability, and robustness. The TSCH instead meets the requirements of process control applications, while the typical
applications addressed by the LLDN are those found in factory
automation (such as, automotive manufacturing), in which a
large number of devices observe and control the production.
These applications, which require very low latency and large
networks with many sensors (even more than 100), could not
be supported by DSME or TSCH. In fact, the DSME protocol
proved to be able to achieve low latency (i.e., in the order
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of hundreds of milliseconds) by using the Ultra Wide Band
physical layer, which operates at 850 kbps [11]. However, with
the most common IEEE 802.15.4 physical layer operating at
250 kbps, low latency is difficult to obtain with the DSME
for two reasons. First, the DSME MAC frames have a high
overhead (as typically they are the same as the original IEEE
802.15.4 protocol). Second, the DSME provides a constrained
superframe structure composed of sixteen timeslots, one for
the beacon and the others for the Contention Access and the
Contention Free Period, respectively. If more timeslots are
needed, an entire superframe has to be added in the multisuperframe and this increases latency. As far as the TSCH
is concerned, some assessments were recently proposed in
the literature [12], [13]. In particular, TSCH proved to be
not suitable to support applications that require low latency
(or round-trip time) and, more in general, applications with
fast dynamics. In fact, the TSCH uses the classical IEEE
802.15.4 MAC frames, which entail a high overhead and
therefore a high cycle time [12]. Conversely, in the LLDN low
latency transmissions are achieved introducing MAC frames
that provide a minimum MAC overhead of 3 bytes (1 byte for
the header, 2 bytes for the FCS).
However, the LLDN protocol has some limitations. First,
it does not provide any message prioritization mechanism.
Second, it suffers from scalability problems, as the cycle
time (i.e., the time in which all nodes can transmit once)
grows linearly with the number of network nodes. Finally,
LLDN does not provide mechanisms for dynamic channel
configuration, so if the current channel becomes unreliable,
there is no way to dynamically switch to another channel. To
overcome these limitations, this paper proposes the Priorityaware Multichannel Adaptive (PriMulA) framework, which
introduces in LLDN priority-aware scheduling, multichannel
communication and dynamic channel configuration. Thanks
to the multichannel communication, PriMulA allows for an
increase in the number of nodes in the LLDN network while
minimizing the superframe augmentation. PriMulA therefore
enables the deployment of larger LLDN networks for applications requiring low latency (e.g., round-trip time in the
order of tens of milliseconds), such as robotic and automotive
manufacturing [10]. PriMulA improves the network reliability
providing a mechanism for adaptive channel selection and
blacklisting and, thanks to the introduction of message priority,
PriMulA avoids deadline miss. Finally, PriMulA maintains
the interoperability with LLDN standard nodes and can be
implemented on COTS devices.
The paper is organized as follows. Sect. II presents related
work, while Sect. III overviews the LLDN protocol. Sect. IV
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describes the PriMulA framework. Sect. V presents a schedulability analysis for real-time messages. Sect. VI provides
comparative assessments of LLDN, PriMulA and another
approach, obtained through OMNeT simulations. Sect. VII
presents an implementation of PriMulA on off-the-shelf devices. Finally, Sect. VIII concludes the paper and gives hints
for future work.
II. R ELATED W ORK
Several works in the literature present solutions to address
the requirements of IWSNs. Shen at al. [3] propose a MAC
protocol to support high priority traffic over IWSNs, while Yan
et al. [2] investigate the planning of the superframe structure
of slotted MAC protocols. To improve scalability and delays,
Tung et al. [9] suggest multiple transceivers in a single node.
This approach reduces delays, as multiple nodes can transmit
at the same time, but increases complexity and costs. Toscano
and Lo Bello [14], [8] propose a multi-channel approach
for the original IEEE 802.15.4 beacon-enabled protocol with
the twofold aim of avoiding beacon collisions and allowing
multiple devices to communicate at the same time in networks
with multiple nodes. Mechanisms to enhance reliability in
IWSN are proposed in the literature [15]–[17]. Dobslaw
et al. [6] present and assess a low-complexity scheduling
algorithm to guarantee bounded end-to-end reliability, while
Willig et al. [18] address relaying and the problem of scheduling relayers and retransmission slots for periodic flows in a
Time Division Multiple Access (TDMA)-based network. To
improve slot efficiency, Yang et al. [19] present a shared
slot scheduling for retransmission in IWSNs. Unlike such
works, PriMulA addresses three objectives, i.e., the ability
to cope with message deadlines, reliability, and scalability,
with the aim of achieving all of them in an integrated way.
As far as LLDN is concerned, Dariz et al. [20] propose an
enhancement of the LLDN to reduce the cycle time and handle
different traffic classes, which provides for different timeslot
lengths according to the data to be transmitted. However, the
approach has the drawback of introducing heavy modifications
in the LLDN standard. In the IEEE 802.15.4k [21] standard
a mechanism for the transmission of critical event messages,
called a Priority Channel Access (PCA), was specified. The
PCA allows nodes to transmit critical event messages during
the Contention Access Period using a modified Carrier Sense
Multiple Access (CSMA) mechanism, which, on average,
reduces the backoff duration compared to that of the plain
CSMA. However, unlike PriMulA, the PCA does not provide
guarantees on the maximum message delay. The MC-LLDN
proposed by Patti et al. [22] provides a two-level network, in
which a Higher Level Network (HLN), made up of nodes that
are directly connected to the Personal Area Network (PAN)Coordinator, and several sub-networks operate at the same
time on different channels. Such an approach improves the
cycle time up to 44% in a network with 100 nodes. However,
the MC-LLDN cannot cope with message deadlines, as there is
no way to prioritize messages based on their different temporal
constraints. In addition, in MC-LLDN the channels for the
HLN and the sub-networks are statically allocated. Consequently, if one such channel becomes permanently unreliable
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(e.g., due to interference), the relevant sub-network would be
unreachable or, if the affected channel is the HLN one, the
entire network would be disrupted. The PriMulA framework
is the solution for addressing all these aspects in a unified way.
III. LLDN:

AN OVERVIEW

In the LLDN protocol, the network time is organized in
cyclically scheduled superframes made up of equally sized
timeslots, as shown in Fig. 1. The LLDN superframe starts
with the transmission of an LL-Beacon frame (BCN) from
the PAN-Coordinator. The beacon is used for synchronization purposes and contains information about the superframe
structure and the network state (i.e., number of timeslots,
acknowledgement information, timeslot direction, etc.). The
LLDN global state can change at any time and this information
is contained in the beacon frame, hence, if the beacon is
lost, the transmission of the end nodes is compromised for
the entire cycle. The beacon is optionally followed by two
management timeslots, for downlink (MD) and uplink (MU)
transmission. The MU timeslot is contended among the endnodes through a CSMA mechanism. The remaining part of the
superframe contains uplink (U) and bidirectional (B) timeslots
for data transmission. The uplink ones are used by the endnodes to transmit data to the PAN-Coordinator (some timeslots
can also be reserved for retransmissions (R)), while in the
bidirectional ones both the PAN-Coordinator and the endnodes can transmit. The separated group ack timeslot, which
provides a bitmap to acknowledge the successful transmissions
of the current cycle, is used. Retransmission timeslots come
at the end of the uplink timeslots, as shown in Fig. 1, and are
not preassigned to nodes, as their assignment is regulated by
a distributed algorithm defined in the standard, which depends
on the cumulative ack transmitted in each cycle. On each cycle,
a node can retransmit the unacknowledged messages at most
once. The duration of a timeslot (Tts ) is defined in [10] as
a function of the maximum expected data payload which can
be transmitted by a node plus the overhead introduced by the
physical and the MAC layer, as in
Tts =

(o + n)sb + IFSpace
,
symbolRate

(1)

where o is the overhead (in bytes) introduced by the physical
and MAC layer, n is the maximum expected data payload, sb
is the number of symbols per byte, and IFSpace is the interframe space (i.e., 12 symbols for frames shorter than 18 bytes,
40 symbols otherwise).
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The number of timeslots in a superframe (N ) multiplied by
the timeslot duration gives the cycle time (Ts )
Ts = N × Tts .

(2)

As in the LLDN each node has at least one timeslot
assigned, the cycle time grows linearly with the number of
nodes. This increases the cycle times in networks with a very
large number of nodes. For this reason, in [22] the MCLLDN was presented. In the MC-LLDN all the nodes in the
sub-networks send data to the relevant sub-coordinator. Each
sub-coordinator uses a single timeslot to transmit all the data
collected from all the nodes belonging to the sub-network,
therefore the timeslot size has to be large enough to accommodate in one timeslot all the messages generated within a
sub-network. Conversely, in PriMulA the timeslot size can be
smaller, as the framework provides the nodes with the ability
to embed a configurable number (Ω) of PriMulA messages in a
single LL-Data frame (i.e., the standard data frame transmitted
from the MAC layer). Combining this feature with message
priorities, the timeslot size in PriMulA is set large enough to
allow for the transmission of the Ω highest priority messages
only. The reduction of the timeslot size in PriMulA shortens
the cycle time, which depends on both the number of timeslots
and their size, as shown in (2). As a result, when compared
with LLDN and MC-LLDN, PriMulA can support applications
with shorter message generation periods.
IV. T HE P RIORITY- BASED M ULTICHANNEL -LLDN
The PriMulA framework here proposed, comparing with the
standard LLDN, aims to provide several novel features, i.e.,
• Support for meeting the message deadlines, through
priority-aware scheduling;
• Shorter cycle times and improved scalability, through a
combination of hierarchical topology, multichannel communication and message priority;
• Increased network reliability, through dynamic channel
selection.

or greater than the period. PriMuLa adopts a fixed priority
assignment, which assigns priorities to messages according to
their relative deadlines, i.e., the shorter the relative deadline,
the higher the priority.
B. Multichannel communication
PriMulA provides for a hierarchical topology, as shown
in Fig. 2, where an HLN with three sub-networks is drawn.
Node 0 is the PAN-Coordinator and operates on channel Y,
while Nodes 1, 2 and 3 are sub-coordinators and operate on
channels W, G and Z, respectively. The sub-networks work
in parallel and the sub-coordinators switch between the HLN
and their sub-network in fixed timeslots. As shown in Fig. 3,
PriMulA provides multiple superframes, one for the HLN and
one for each sub-network. All the superframes contain the
same number of timeslots and all the timeslots have the same
size. In timeslot 1, the PAN-Coordinator transmits its beacon
frame to synchronize all nodes in the HLN and Nodes 1, 2 and
3 receive it on channel Y. In timeslot 2, the sub-coordinators
switch to their own channels and transmit their beacon. In the
next timeslots, the nodes transmit their data to the relevant
sub-coordinator. Each node is allowed to transmit up to Ω
messages in priority order. Ω is heuristically calculated as a
tradeoff between the cycle time and the estimated delay of the
messages. Ω calculation is described in detail afterwards in this
Section. On timeslot 4, the sub-coordinator 3 switches back
to the HLN channel to transmit to the PAN-Coordinator the Ω
PriMulA messages with the highest priority gathered from its
sub-network nodes. On timeslots 5 and 6 the sub-coordinators
2 and 1, respectively, do the same.
In PriMulA, the minimum number of timeslots (Nmin ) that
must be provided in each superframe to allow the periodical
transmission of all nodes but the PAN-Coordinator can be
calculated as in
Nmin = maxi=0...C (EHLN + 2, Ei + 2) ,

(3)

A. Priority-aware scheduling
In PriMulA, each node maintains at the MAC level a queue
of outgoing messages ordered by priority. To efficiently support priority scheduling, PriMulA introduces a novel message,
called a PriMulA message, that is embedded in the payload
of a standard LL-Data frame. This message consists of the
message priority and payload. The PRIO field is encoded
in one byte to achieve a good tradeoff between the number
of priorities and the overhead of each message, so up to
256 different priorities can be handled. However, a larger
PRIO field would not affect the effectiveness of the proposed
approach.
In PriMulA, messages are periodically generated by the
application, with fixed period (P). For each message, the application defines a lifetime, called a relative deadline (D). D is
the maximum time interval, measured at the application layer,
within which a generated message has to be consumed. Both
P and D of a message depend on the supported application.
The relative deadline can be shorter than or equal to period,

Fig. 2. Example of logical topology.
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where C is the number of sub-coordinators (hence, the number
of sub-networks), EHLN represents the number of nodes in
the HLN (excluding the PAN-Coordinator), while Ei is the
number of nodes in the ith sub-network (including the subcoordinator). Therefore, there is one timeslot for each node in
the HLN, one timeslot for each node in the ith subnetwork and
in both cases two additional timeslots are needed, one for the
beacon transmission from the PAN-Coordinator and one for
the beacon transmission from sub-coordinators, respectively.
Such a formula assumes the minimal configuration, i.e., with
no management timeslots. The number of subnetworks (C)
is heuristically set as a tradeoff between reliability and cycle
time. In fact, a high C value limits the number of available
channels to be used if the current channel becomes unreliable,
while a small C value entails a high number of nodes per
subnetwork, a high number of messages to be handled by a
sub-coordinator and, consequently, high delays. The number of
subnetworks must be in the range [1,15], as the IEEE 802.15.4
Physical Layer [23] provides only 16 channels and one of them
is used by the HLN. The number of nodes per subnetwork
(E) is also heuristically set. As all the superframes must
have the same length, the nodes should be evenly distributed
over the subnetworks whenever possible. The timeslot size (in
seconds) is determined in the same way as in (1), calculating
the maximum expected payload for an LL-Data frame (n) as
in
n = (PriMulAHdr + φ) Ω,

(4)

where PriMulAHdr is the PriMulA message header length,
φ is the maximum expected length of the PriMulA message
payload (that depends on the supported application) and Ω
is the maximum number of PriMulA messages which can be
embedded in a single LL-Data frame. The Ω value is chosen
as a tradeoff between cycle time and message delays. On one
hand, Equation 4 shows that the timeslot length grows with
Ω, so a larger Ω entails a longer cycle time. On the other
hand, a large Ω value allows to transmit more messages in
one timeslot, thus reducing the waiting times of the messages
queued in the nodes. As the standard IEEE 802.15.4 physical
layer provides for a maximum payload of 127 bytes, Ω has
to be set so as to not exceed the maximum payload allowed.
Hence, condition (5) must hold


127 − o
,
(5)
Ω∈ℵ:1≤Ω≤
(PriMulAHdr + φ)
where o = 3 is the MAC overhead (in bytes) and the righthand side indicates the maximum number of PriMulA messages that can be transmitted without exceeding the maximum
allowed payload. Once the message generation patterns of the
nodes are known, and the number of subnetworks as well as
the total number of nodes for each subnetwork are set, Ω is
chosen as the largest value that maximizes the throughput of
the subnetwork with the heaviest load. The Ω value has then
to be fed into the timing analysis presented in Sect. V. If the
message set is found schedulable, the Ω value is confirmed,
otherwise a lower value is chosen (as previously explained)
and the timing analysis is run again.

C. Dynamic channel configuration and blacklisting
In PriMulA, during the network configuration, the PANCoordinator assigns to each sub-coordinator the channel number of the relevant sub-network. This operation complies
with the standard [10], that foresees a generic Configuration
Parameters field in the command data frame [10] that is
exchanged during the configuration phase. To avoid crossinterference [24] between contiguous channels, the PANCoordinator first assigns to each sub-network, starting from
the HLN, odd-numbered channels in ascending order, and
then assigns the even-numbered channels in descending order.
These steps maintain the HLN channel far enough from the
other sub-network channels to reduce the chance for crossinterference. After the configuration, as foreseen in the LLDN
standard [10], the network switches to the Online State, in
which nodes start data transmission. During this phase, if
the channel of a sub-network becomes unreliable, the subcoordinator changes its state to Configuration State and transmits to the PAN-Coordinator, in the uplink management timeslot, a Configuration status frame, i.e., a standard command
frame indicating that a node requires to be reconfigured. Note
that to detect an unreliable channel and activate the Dynamic
Channel Configuration (DCC) mechanism, any approach provided in the literature, such as [25], can be adopted. The PANCoordinator is aware that the node requiring configuration is
a sub-coordinator, therefore it assigns a new channel (chosen
from the available ones) to the sub-coordinator that required
it and blacklists the unreliable channel. If there are no more
available channels, the PAN-Coordinator picks up from the
blacklist the least recently blacklisted channel and assigns
it to the sub-coordinator. As during the channel switching
phase the end-devices of the sub-network that is subject to
interference do not receive any beacon, they switch to the
discovery state. Once the sub-coordinator is assigned a new
channel, it also switches to the discovery state to find and
configure its sub-network nodes. The DCC mechanism here
proposed only involves the sub-coordinators and the PANCoordinator, so it is transparent to the end-nodes and therefore
is compatible with the normal operation of standard LLDN
end-nodes.
V. S CHEDULABILITY

ANALYSIS

In PriMulA, in the general case, each message is sent
twice, i.e., from the end-node to the sub-coordinator and from
the sub-coordinator to the PAN-Coordinator. Each node can
generate multiple messages belonging to different flows with
different (or equal) priorities. The messages within the node
are scheduled according to their priority, which depends on the
flow relative deadline. If two messages have the same priority
(i.e., the same relative deadline), they are transmitted in FirstIn First-Out (FIFO) order. The maximum time RTi taken by
a message of the ith PriMulA flow sent from an end-node to
arrive to the PAN-Coordinator is calculated as
RTi = Tq1i + Tq2i + 2Txi ,

(6)

where Tq1i and Tq2i are the maximum queuing delays experienced by the message in the end-node and in the sub-
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coordinator, respectively, while Txi is the message transmission time. In the case where an end-node is directly connected
to the PAN-Coordinator, RTi is given by RTi = Tq1i + Txi .
The analysis here presented assumes no retransmissions,
but it can be extended to consider retransmissions using the
separated group ack defined by the standard [10] and described
in Sect III. The separated group ack allows messages to be
retransmitted once within the same superframe. To calculate
the WCRT in this case, a retransmission timeslot for each
uplink timeslot has to be assumed. Moreover, in the worst case
all the messages are retransmitted, following the same order
as the transmissions. Under these hypotheses, the analysis
here presented can be applied assuming that messages will
be transmitted only in the uplink retransmissions timeslots.
Table I summarizes the notations used in the paper. The ith
periodic flow is schedulable (i.e., all the messages of the ith
flow will arrive to the PAN-Coordinator within their deadline)
if condition (7) holds
RTi ≤ Di ,

(7)

where Di is the ith flow relative deadline. As it was explained
in Sect. IV-A, the relative deadlines are constraints imposed
by the application timing. In the following, a timing analysis
for calculating Tq1i , Tq2i , and Txi is presented.

TABLE I
P RI M UL A NOTATION
Symbol

Definition

RTi

The maximum response time of a PriMulA message of the
ith flow.

Tq1i

The maximum time that a PriMulA message of the ith flow
waits to be transmitted in the end-node queue.

Tq2i

The maximum time that a PriMulA message of the ith flow
waits to be transmitted in the sub-coordinator queue.

Txi

The transmission time of the ith message.

Di

The relative deadline of a PriMulA message in the ith flow.

Tts

The timeslot duration.

sj (t)

The maximum number of messages that the jth node can
transmit in the [0, t) interval.

Ts

The superframe duration or cycle time.

N

The number of timeslots within a superframe.

z (j)
(j)

pz

(j)

zworst
(j)

The zth timeslot assigned to the jth node.
The index of the zth timeslot assigned to the jth node.
The zth timeslot assigned to the jth node, which provides the
worst case response time for a message if the message arrives
shortly after the beginning of this timeslot.

pzworst

The index of the zworst timeslot assigned to the jth node.

Γj

The number of timeslots assigned to the jth node in a
superframe.

Ω

The maximum number of PriMulA messages that a node can
transmit within a timeslot.

A. Response-time analysis

pΓj

The index of the last timeslot assigned to the jth node in the
superframe.

First, we assume that Txi is equal to the timeslot duration
(Tts ), as the latter is configured to allow the complete transmission plus the inter-frame space. Under this assumption, the
worst case response time for a message of the ith flow is given
by
(8)
RTi = Tq1i + Tq2i + 2Tts .

Ii (t)

The interference experienced by the ith flow due to highpriority flows at the time t.

To calculate Tq1 and Tq2 both the position within the superframe of the timeslots assigned to the sender end-node and the
interference of high-priority messages have to be considered.
Calculating Tq1 : To determine Tq1 , the worst case responsetime (WCRT) analysis is made calculating both the resource
availability and the worst case for the resource request. In
PriMulA the resource availability for the jth node is given by
the number of timeslots in a super-frame in which the node can
transmit, while the resource request is the number of timeslots
needed to transmit the messages generated by the node.
The analysis here presented, which applies to fixed priority non-preemptive scheduling, is based on the worst case
response-time (WCRT) analysis that was proposed by Joseph
and Pandya [26] and extended by Lehoczky with the “busy
period” approach [27], and on the findings in Davis et al. [28].
Consequently, the response times of all messages of a flow
within a busy period have to be examined. The busy period is
defined as the maximum interval during which any message of
priority lower than the priority of the ith flow is unable to start
transmission. The busy period starts at the time ts in which a
message with a priority higher than or equal to the one of the
ith flow is enqueued and there are no messages with priority
higher than or equal to the ith flow waiting to be transmitted
that were queued strictly before ts . The busy period ends at
the earliest time te in which there are no messages of priority

Pi

The period of a PriMulA message of the ith flow.

Xi

The largest number of consecutive timeslots needed to transmit a message of the ith flow.

w(X)

The longest time a node has to wait to see X consecutive
timeslots.

C

The number of sub-coordinators.

E

The number of nodes belonging to a sub-network.

pm
LM

The index of the timeslot assigned to the mth sub-coordinator.
The number of late messages.

RxM

The number of received messages by the PAN-Coordinator.

GM

The overall number of generated messages.

equal or greater than the ith flow waiting to be transmitted
that were queued strictly before time te . With this definition
all the messages with the same or higher priority than the ith
flow that were enqueued before the end of the busy period are
transmitted during the busy period [28].
In PriMulA the resource availability in the interval [0,t) is
calculated as the maximum number of messages (sj (t)) that
the jth node can transmit in the interval [0, t). In Fig. 4 an
example of the s(t) function for a generic Node A with Ω = 2
is shown. In the Figure, at t0 = 0 a superframe starts. From
this instant, the time that the Node A has to wait for the arrival
of its first timeslot (z = 1), i.e., the time interval between
the start of the superframe and the time at which the first
A
timeslot assigned to node A starts, is (pA
1 − 1)Tts , where p1
is the position of the first timeslot assigned to the Node A
(i.e., pA
1 = 2 in Fig. 4). At this time the Node A can start
transmitting up to Ω messages. Then Node A waits for its
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second timeslot (z = 2) that, in the case of Fig. 4, from the
beginning of the same superframe starts at (pA
2 − 1)Tts =
(4 − 1)Tts . Hence, Node A can transmit other Ω messages.
This pattern periodically repeats with the superframe period
Ts . Hence, sj (t) is given by
$
%
Γj
(j)
X
t + Ts − (pz − 1)Tts
sj (t) =
Ω,
Ts
z=1

(9)

of length t, i.e.,


t
.
Ii (t) =
Pi


Then, we calculate the largest number (Xi ) of timeslots that
are needed to transmit the ith message, which is given by the
smallest value of Xi that satisfies
X
X
1, (12)
Ih (wj (Xi )) +
Xi = 1 +
pri(h)=pri(i)
h6=i

pri(h)>pri(i)

(j)

where (pz −1)Tts is the offset of the zth timeslot from the be(j)
ginning of the superframe. Therefore [t+Ts −(pz −1)Tts ]/Ts
is the number of timeslots assigned to the jth node available in
the time interval [0, t). The floor operator is intended to make
the function stepwise, as any transmission can only start at
the beginning of the corresponding timeslot. In fact, sj (t) is
increased by Ω (in Fig. 4, Ω = 2) only at the beginning of
each timeslot. Finally, the summation is required to consider
all the timeslots assigned to the jth node within a superframe.
As node transmissions do not collide with each other, thanks
to the TDMA mechanism, for the Tq1 calculation only the
interference of the messages generated within the same node
has to be analyzed. The worst case arrival time for a message
of the jth node occurs when the message arrives shortly
(j)
after the beginning of the timeslot (pzworst ) that, among those
assigned to node j, is the furthest one from the next timeslot
for the same node.
To calculate Tq1 , the longest time (wj (X)) the jth node has
to wait to see X consecutive timeslots is calculated as


(j)
(j)
wj (X) = QTs + p (R+1) − pzworst Tts ,
(10)
⌈ Ω ⌉
where Q is the quotient of the Euclidean division of X − 1 +
(zworst · Ω) by Γj Ω and R is the reminder, i.e., [X − 1 +
(zworst · Ω)] = QΓj Ω + R.
For instance, in the case of Fig. 4, Node A has ΓA = 2,
(A)
(A)
Ω = 2 and pzworst = 2 (i.e., zworst = 1), so for X = 5, we
have Q = 1 and R = 3. Therefore, Node A has to wait for
(A)
(A)
w(5) = Ts + (p2 − p1 )Tts = Ts + (4 − 2)Tts = Ts + 2Tts .
In fact, looking at the example in Fig. 4, if the first message
arrives at the beginning of timeslot 2, it will be transmitted in
timeslot 4, thus the time at which Node A can start transmitting
its 5th message is t = Ts + 2Tts .
To apply the busy period approach. First, we calculate the
number of messages of the ith flow generated in any interval

(11)

where 1 is the timeslot required to transmit the message,
while the parameter (Xi ) encompasses the following sources
of interference:
• The hth higher priority messages (i.e., pri(h) > pri(i)).
• The messages with the same priority as the ith message
that compete with it in the end-node queue (in this case
a FIFO policy is adopted).
Equation (12) has not simple solution, as the Xi term appears
both in the Left-hand-side (LHS) and in the Right-hand-side
(RHS) of the equation under the ceiling operator. Thus, the
calculation of Xi is performed by the following iterations
 (0)
=1

X

 i(k+1)
P
(k)
= 1 + pri(h)>pri(i) Ih (wj (Xi )) .
Xi
(13)
P


+ pri(h)=pri(i) 1

h6=i

(k)
Xi

= 1, with k = 0, as the message to
Iteration starts with
(k+1)
is iteratively
be transmitted requires one timeslot. Then Xi
calculated until the LHS is equal to the RHS, i.e., until
the interference stops growing. Equation (13) is proved to
converge if the timeslots required to transmit every message of
the jth node is lower than or equal to the number of timeslots
available for the jth node [26]. This way, Tq1i for the ith
(k)
message is calculated as Tq1i = wi (Xi ).
Calculating Tq2 : To compute Tq2 , all the messages that a
sub-coordinator receives from the nodes belonging to its subnetwork plus the messages generated by the sub-coordinator
itself are considered. The sm (t), Ii (t) and wm (X) functions
can be calculated using Equations (9), (11), and (10), but
taking into account, instead of pj , the timeslot index (pm )
of the mth sub-coordinator in the HLN superframe, as the
messages in the sub-coordinator queue are generated by all
the sub-network nodes.
Applying the busy period approach, the largest number (Xi )
of timeslots that are needed to transmit a message of the ith
flow is calculated as in
 (0)

=1
Xi


P

(k)
(k+1)


= 1 + pri(h)>pri(i) Ih (wj (Xi ))
Xi
P
(k)
+
Ih (wj (Xi )) . (14)
pri(h)=pri(i)




Ptstart (h)<tstart (i)


+ pri(h)=pri(i) 1

h6=i

(k+1)
)
(Xi

Fig. 4. Example of sj (t) function: the s1 (t).

parameter encompasses the following sources
The
of interference:
• The messages with a higher priority than the ith message
(i.e., pri(h) > pri(i)).
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The messages with the same priority as the ith message
that are either transmitted to the sub-coordinator in the
timeslots preceding the one in which the ith message is
transmitted or that are transmitted in the same timeslot as
the ith message, but before it (ties are broken in a FIFO
way) within.
• The messages with the same priority as the ith message
generated by the sub-coordinator.
This way, Tq2i for the ith message is calculated as
(k)
Tq2i = wm (Xi ).
According to [26], Equation (14) is proved to converge if
the number of timeslots needed to transmit all the sub-network
messages is lower than or equal to the number of timeslots
available for the relevant sub-coordinator.

TABLE II
D ATA MESSAGES CONFIGURATION

•

VI. S IMULATION S CENARIO
This section presents a comparative assessment, obtained
through simulations, of the LLDN, the MC-LLDN proposed
in [22] and PriMulA. A simulation model was developed using
the OMNeT++ framework and the inetmanet-2.0 library. The
aim is to evaluate the network scalability and reliability, while
taking into account the message deadlines. The simulated PHY
layer uses the DSSS O-QPSK modulation and operates at 250
kbps in the 2.4 GHz frequency band.
To assess scalability two metrics are defined. The first one is
the network saturation point, which represents the maximum
number of nodes for which condition (15) is met, under the
assumption that all the nodes generate the same traffic
N umF
Xlows
i=1

E

X Γj Ω
1
<
, ∀ sub-network.
Pi
Ts
j=1

(15)

In condition (15) the LHS is the maximum achievable workload generated in a sub-network and the RHS is the overall
sub-network throughput, which takes into account that each
end-node or sub-coordinator can transmit up to Γj Ω messages
every cycle time.
The second metric is the Deadline Miss Ratio, i.e., the ratio
of the number of late messages (LM ) to the overall number
of messages received (RxM ) by the PAN-Coordinator, as in
LM
.
(16)
RxM
Two other metrics are used for the reliability assessment. The
first one is the Packet Loss Ratio (PLR), defined as in
RxM
P LR = 1 −
,
(17)
GM
where RxM is the number of messages correctly received
from the PAN-Coordinator and GM is the number of messages transmitted to the PAN-Coordinator. The second is the
reconfiguration time, which is the time the network takes to
reconfigure itself after a DCC run. A realistic networked control system scenario was set up, in which each node generates
and periodically transmits 18-byte data messages. The message
periods are shown in Table II. In all the simulations the relative
deadline of a message is considered equal to the message
period. For the sake of generality, the message periods are not
multiple of each other and belong to the range [100,500]ms,
DM R =

Message ID
1
2
3

Period P (ms)
100ms
250ms
450ms

TABLE III
LLDN CONFIGURATION
# of Nodes
20
30
40
(NSP) 45

Tts (ms)
2.656
2.656
2.080
2.080

N
21
31
41
51

Ts (ms)
55.776
82.336
85.280
95.680

Ω
3
3
2
2

Workload (kb/s)
46.72
70.08
93.44
105.12

DMR
0
0
0.35%
0.67%

to comply with the data sampling periods that are typically
found in realistic networked control system applications [29].
A. Scalability assessment
In this scenario, each node periodically transmits to the
PAN-Coordinator three kinds of messages. In each run the
number of nodes is increased to approach the situation in
which the network workload is higher than the maximum
achievable throughput. In this assessment no retransmissions
and errors are considered, as the aim here is to compare
the scalability of the three different approaches, while their
reliability is dealt with in Sect. VI-B. In the LLDN network
configuration, the superframe provides one timeslot for each
node and messages are transmitted in a FIFO order. In both the
MC-LLDN and PriMulA networks, instead, there are multiple
superframes. The aim of the simulations is to provide some
insight on the number of nodes that can be supported without
reaching saturation even in the case of deadline miss. For
this reason and for the sake of scalability, in all the assessed
protocols the network configuration is not based on the worst
case analysis, but is heuristically chosen so as to maximize
the network throughput while maintaining the lowest possible
cycle times and, consequently, to obtain the lowest end-to-end
delays.
In the simulated scenario PriMulA is schedulable with up to
40 nodes. When the number of nodes is 50, the lowest priority
flows miss their deadline, as their WCRT is equal to 0.5208s,
while their relative deadline is 0.45s.
Table III shows the LLDN configuration parameters and
results. As the messages transmitted by each node in every
configuration are the same, in terms of period and length,
the timeslot duration depends on the Ω parameter only. We
refer to the notation in Table I. Table IV shows the MCLLDN and PriMulA network configuration parameters and
results. For the configurations in which the remainder of the
division of Number of nodes by C is equal to 1, the spare
node is assigned directly to the HLN (e.g., this occurs in
the PriMulA configuration with 50 nodes). Moreover, in the
PriMulA configuration the unused timeslots in a sub-network
are assigned as a second timeslot to the nodes belonging
to the sub-network (starting from the end-node which is
assigned the first uplink timeslot) to minimize the message
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TABLE IV
MC-LLDN AND P RI M UL A CONFIGURATIONS AND RESULTS

TABLE V
S UPERFRAME CONFIGURATIONS

MC-LLDN configuration
# of Nodes
20
30
40
50
60
(NSP) 67

C
5
6
8
10
10
11

E
4
5
5
5
6
6

N
7
8
10
12
12
13

# of Nodes
20
30
40
50
57
64
(NSP) 70

C
5
5
7
7
8
9
14

E
4
6
6
7
7
7
5

N
7
7
9
9
10
11
16

Ts (ms)
23.520
31.744
39.680
47.616
54.912
59.488

Ω
4
5
5
5
6
6

Retransmissions not enabled

Workload (kb/s)
46.72
70.08
93.44
116.80
140.16
156.51

DMR
0
0.002%
0.025%
1.61%
7.43%
16.89%

Workload (kb/s)
46.72
70.08
93.44
116.80
133.15
149.50
163.52

DMR
0
0
0
0
0
0.03%
1.79%

PriMulA configuration
Ts (ms)
10.752
15.008
24.768
30.240
45.760
50.336
73.216

Ω
1
2
3
4
6
6
6

waiting time in the node queue. On the contrary, in the MCLLDN approach the unused timeslots are not assigned, as the
sub-coordinators within a superframe have to transmit one
message for each timeslot in the sub-network. Note that the
max(Ω) = 6, as higher values would exceed the maximum
payload that can be transmitted by the physical layer (i.e., 127
bytes). The configurations in Tables III and IV already provide
some insights on the scalability of the three networks. The
network saturation point (NSP) of the addressed approaches
significantly varies. It goes from 45 nodes for the LLDN up to
67 and 70 nodes for the MC-LLDN and PriMulA, respectively.
Tables III and IV show that PriMulA outperforms both the
LLDN and the MC-LLDN in terms of cycle times (Ts ), as
shorter sampling periods and end-to-end delays (i.e., from the
sensor to the PAN-Coordinator) are achieved.
As far as the DMR is concerned, results in Tables III and
IV show that PriMulA outperforms the LLDN in terms of
scalability. In fact, PriMulA allows up to 57 nodes in the
overall network without deadline miss and 70 nodes with
a deadline miss of 1.79%, while the LLDN allows up to
30 nodes without deadline miss and up to 45 nodes with a
deadline miss of 0.67%. The MC-LLDN approach supports
a high number of nodes before reaching saturation, but only
20 nodes without deadline miss (Table IV). The reason for
this is that the MC-LLDN does not provide any prioritization
mechanism, hence there is no way to prioritize the messages
with shorter relative deadlines. Moreover, Table IV shows that
when the number of nodes is less than 60 the MC-LLDN cycle
times are higher than those of PriMulA. This is because in
the MC-LLDN, in each cycle, the sub-coordinators have to
transmit at least one message for each sub-network node (i.e.,
Ω = E), hence timeslots are larger.
B. Reliability assessment
Here the standard LLDN protocol and PriMulA are comparatively assessed in a scenario characterized by packet loss
and interference. MC-LLDN is not evaluated, as in [22]
retransmissions were not addressed.
Packet Loss and Deadline Miss Ratio: Simulations refer to
a scenario with 20 nodes randomly placed in a sensing area

Network
PriMulA
LLDN

Mngt.
2
0

Uplink
5
20

Network
PriMulA
LLDN

Mngt.
2
0

Uplink
15
41

Retr.
0
0

N
7
21

C
4
-

max(E)
5
-

Ω
1
1

Ts (ms)
10.30
30.24

max(E)
3
-

Ω
3
2

Ts (ms)
46.08
81.98

Retransmissions enabled
Retr.
7
20

N
18
42

C
7
-

of 100m x 100m, with the PAN-Coordinator in the center.
Simulations were performed with and without retransmissions.
The PriMulA sub-coordinators are chosen among the nodes
that are placed halfway between their sub-network and the
PAN-Coordinator. The result of this choice is that the distances
between the PAN-Coordinator and the sub-coordinators are
always lower than 20m. Retransmissions are configured using
the separated group ack defined by the standard [10]. The
retransmission timeslots are placed after the uplink ones, so
the corrupted messages can be retransmitted within the same
superframe. The LLDN protocol retransmissions are scheduled
according to the algorithm defined for this purpose in the standard [10]. In this scenario, each node runs an application that
generates two messages, m1 and m2 , with a 16-byte payload
and periods P1 = 100ms and P2 = 250ms, respectively. The
superframe configurations for both approaches are shown in
Table V. In the case of retransmissions enabled, the PriMulA
network consists of seven sub-networks, each one composed
of a maximum of three nodes. With Ω = 3, all the highest
priority messages will be transmitted by the sub-coordinator
within one superframe. For this configuration of PriMulA, the
schedulability analysis presented in Sect. V gives a worst case
response time of 94.72ms for the messages with 100ms period
and of 186.88ms for the messages with 250ms period. Packet
loss was obtained applying the Log-normal shadowing channel
model with n = 2.04 and σ = 6.7, as these values are realistic
for the industrial context [30]. This model was chosen as it
is adopted in large scale indoor industrial environments [30].
Simulations were repeated six times varying only the seed used
for random numbers generation. The simulated time was set
equal to 300s to collect statistics on more than 105 messages,
while the other parameters were unchanged. At the end of
simulations, the queues in all the nodes were empty, so all the
generated messages were transmitted. Fig. 5 shows the simulation results in terms of PLR with and without retransmissions.
Results show that with retransmissions both the LLDN and
PriMulA obtain PLR values lower than 1%, with negligible
differences between them. Without retransmissions the PLR
for both approaches increases and PriMulA provides a lower
PLR than the LLDN although the messages are transmitted
twice. In PriMulA the PLR measured on the HLN (i.e., on the
links from the sub-coordinators to the PAN-Coordinator) in the
case of no retransmissions is very close to zero (i.e., 0.05%), as
the sub-coordinators are placed nearby the PAN-Coordinator.
Conversely, the PLR of the links between the end-nodes and
the sub-coordinators is higher than 2%, as the end-nodes are
placed at a longer distance from the sub-coordinators. The
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TABLE VII
DCC ASSESSMENT PARAMETERS
Network
PriMulA
PriMulA
LLDN

TABLE VI
D EADLINE M ISS R ATIO

Network
PriMulA
LLDN

Retransmissions not enabled
Avg. DMR Min. DMR Max. DMR
0%
0%
0%
0.015%
0.003%
0.028%
Retransmissions enabled
Avg. DMR Min. DMR Max. DMR
0.42%
0.24%
0.65%
3.38%
2.22%
4.77%

η
0.905
0.667
0.667

DCC_SfN
11 (HLN)
11
6

Discovery Time
PanCoord: 16s, SubCoord: 32s
PanCoord: 16s, SubCoord: 32s
32s

loss observed is used to activate the DCC mechanism, but
any approach in the literature able to detect an unreliable
channel can be adopted. Both the PAN-Coordinator and the
sub-coordinators collect the number (RX) of LL-Data frames
that arrived within a given number of superframes (DCC_SfN),
chosen according to the channel quality variability. The DCC
procedure is triggered if this number is below a given fraction
(η) of the average RXi , as in

Fig. 5. Packet Loss Ratio.

Network
PriMulA
LLDN

Interf. Ch.
11
17
11

Std. Dev.
0%
0.010%
Std. Dev.
0.17%
0.94%

distances between transmitters and receiver in the PriMulA
scenario, on average, are lower than in the LLDN scenario, as
in PriMulA the sub-coordinators are chosen among the nodes
that are placed halfway between the sub-network nodes and the
PAN-Coordinator, while in the LLDN nodes directly transmit
to the PAN-Coordinator. Hence it is the distance between the
nodes the parameter that has the major influence on the PLR
in the simulation. Different channel models than the Lognormal shadowing might lead to different results, however,
the comparison between different channel models is out of
the scope of this paper.
As far as the DMR is concerned, the results in Table VI
show that when retransmissions are not enabled no deadline
miss was experienced by PriMulA and the DMR for LLDN
is negligible. However, when retransmissions are enabled,
PriMulA outperforms the standard LLDN. In fact the DMR
for the PriMulA network is always lower than 1%, while in
the LLDN it reaches 4.77% in the worst case and 2.22% in
the best one. Such a result is due to the higher cycle time of
the LLDN. In fact, when a beacon is lost, all the messages
have to wait in the node queue for the next available timeslot
in the next cycle, thus the waiting time for the standard LLDN
is increased by a cycle time (i.e., 81.98ms) and the messages
arrive after their deadline. Conversely, in PriMulA the network
cycle time is 46.08ms and consequently a message has to wait
a shorter time than in the LLDN.
Network reconfiguration time: For the sake of comparison
PriMulA is compared with an improved LLDN that implements the DCC mechanism here proposed. To assess the DCC
mechanism, an interferer node was added and the simulations
were repeated in the same scenario. The interferer node,
after 90s of simulation time, starts to transmit data with an
exponentially distributed interarrival time between consecutive
transmissions. A simple online algorithm based on the packet

RXi < η ∗ avg(RXn=1..(i−1) ),

(18)

where i indicates the ith superframe, while η ∈ (0, 1]. In
the PriMulA scenario, the DCC was assessed in two cases,
i.e., with the interferer on the HLN channel and on a subnetwork channel, respectively. In the standard LLDN scenario
the interferer affects the channel on which the network operates. Simulation parameters are summarized in Table VII.
The assessed metric is the reconfiguration time, which is
given by the sum of the durations of the discovery and
of the configuration phase. Such a value depends on the
discovery time defined as a parameter in the IEEE 802.15.4e
amendment [10]. In the simulations, the discovery time is set
to the minimum value that allows the discovery of all the
subnetwork nodes. Such a value indicates the duration of the
discovery state. Table VIII shows that the reconfiguration time
is dominated by the discovery phase (whose duration is shown
in Table VII), while the time for the configuration phase is
negligible. PriMulA results show that if the interferer affects
a sub-network (SN in Table VIII), the reconfiguration time
is close to the discovery time of the sub-network, while if
the interferer is on the HLN channel, the entire network is
reconfigured, so the discovery time is close to the sum of the
discovery time in the HLN plus the discovery time in the subnetwork. In the LLDN with DCC, the reconfiguration time is
comparable with that of a PriMulA sub-network.
VII. I MPLEMENTATION OF P RI M UL A

ON REAL DEVICES

A proof-of-concept PriMulA implementation was realized
to prove the PriMulA feasibility on COTS devices. The
devices are the TelosB motes equipped with a CC2420 radio transceiver, which provides an IEEE 802.15.4-compliant
physical layer that adopts the 2.4 GHz DSSS O-QPSK PHY
with a datarate of 250 kbps. The implementation is realized

TABLE VIII
DCC R ECONFIGURATION T IMES
Network
PriMulA (HLN)
PriMulA (SN)
LLDN

Avg. Reconf. Time
48.52s
33.76s
34.50s

Conf. Interval 95%
±0.99s
±2.21s
±0.002s
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using TinyOS. The considered scenario comprises one PANCoordinator, three end-devices and two sub-coordinators, in
charge of two sub-networks. The traffic patterns are taken from
a realistic industrial scenario [31], N is equal to 6 and the
timeslot (Tts ) is equal to 1.3 ms, a value very close to the
theoretical one (1.2ms). All the statistics were collected every
30s. Under a workload of 3.8 kbps, an average throughput of
3.6 kbps was achieved in a noisy and error-prone environment.
The time for the sub-coordinator to commute between the
HLN and the sub-network channel was measured equal to
213.6µs and is comparable with the one in the standard
(192µs). In the HLN, end-devices and sub-coordinators coexist and the multichannel approach allows for multiple subnetworks operating in parallel without interferences.
VIII. C ONCLUSIONS
PriMulA improves the LLDN in several respects. Comparative simulations in realistic scenarios show that the number of
nodes that the PriMulA network can support without reaching
saturation is increased by 56% compared to the LLDN. The
introduction of message priorities not only reduces the cycle
time compared to the LLDN and to the MC-LLDN, but
it also provides a lower deadline miss ratio. The proofof-concept implementation on the TelosB motes proves the
implementation feasibility without any hardware modification.
Future work will address the PriMulA implementation on more
complex testbeds, the stochastic analysis [32] and the support
for event-driven transmissions.
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