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Abstract—Low energy consumption and low cost are some of
the primary issues that have to be addressed in Industrial
Wireless Sensor Networks (IWSN). Such networks are being
increasingly used to acquire sensory data that need to be
processed in real-time. The Bluetooth Low Energy (BLE)
protocol is an attractive solution for implementing low-cost
IWSN with reduced energy consumption and high flexibility.
However, the current BLE standard does not provide real-time
support for data packets and is limited to a star topology. This
paper presents a real-time protocol for industrial wireless mesh
networks that is developed on top of the BLE and overcomes
these limitations. The paper describes the protocol and provides
analysis and experimental results.
Keywords—Bluetooth Low Energy; Industrial wireless mesh
network; Industrial wireless sensor network; Real-time.

1. INTRODUCTION
Bluetooth Low Energy (BLE) is a short-range wireless
transmission technology intended for low-power low-cost and
low-complexity communications [1] that offers interesting
properties for Industrial Wireless Sensor Networks (IWSNs).
BLE significantly reduces the power consumption of the
communication stack, thus guaranteeing a longer lifetime than
other wireless protocols. However, BLE is not suited for
supporting real-time traffic, since message delays cannot be
precisely bounded. Furthermore, BLE also suffers from other
limitations (e.g., on the distance between nodes and on the
network topology) that make it difficult to build a BLE mesh
network featuring multiple hops. These limitations reduce the
extent to which the coverage of a BLE network can be
expanded. To overcome these limitations while maintaining the
advantages of low-energy and low-cost communications this
paper proposes the Real-Time BLE (RT-BLE), a real-time
protocol for industrial wireless mesh networks developed on
top of BLE. The proposed protocol exploits a Time Division
Multiple Access (TDMA) approach with an optimized
transmission allocation that provides data packets with realtime support, while maintaining a good trade-off between the
maximum guaranteed delay and the throughput.
The paper provides a twofold contribution. a) A
configuration method for the BLE standard that guarantees
bounded message latencies with star topologies; b) a protocol
working on top of BLE that allows for meshed topologies
while maintaining bounded latencies.

The paper is organized as follows. Section II overviews
related work, while Section III describes BLE and the proposed
configuration method to achieve bounded latencies on star
topologies. Section IV presents the RT-BLE protocol design,
while Section V provides the protocol analysis. Section VI
presents some experimental results. Finally, Section VII gives
our conclusions and hints for future work.
2. RELATED WORK
Many papers investigated the case for Bluetooth-based
industrial communications, also proposing improvements and
new features [2]. Recently, BLE raised some interest in the
scientific community. The paper [3] analytically addresses the
maximum peer-to-peer throughput and the minimum
turnaround time of a BLE packet, pointing out some limitations
of the results achieved by off-the-shelf transceivers compared
with the analytical results. Another analytical model for
calculating the maximum throughput of BLE was presented in
[4], while the work in [5] analyzed and used a simulation tool
to estimate the speed and latency of BLE communications. The
BLE energy consumption was addressed in [6] and [7], and the
results in [6] show that the energy consumption of a BLE
transceiver is 2.5 times lower than that of a transceiver based
on the IEEE 802.15.4 protocol. The results obtained in all the
above mentioned works show that it is worthwhile to
investigate novel extensions of BLE. In particular, it is
interesting to find a way to improve the BLE performance on
real devices through configurations specifically optimized for
industrial environments.
New transceivers allowing for the co-existence of multiple
communication stacks make it possible to develop dual
protocols. In [8] an approach to use BLE in a dual-protocol
environment to support real-time traffic is proposed. However,
the approach in [8] provides real-time behavior only for
communications between nodes that implement the specific
dual protocol addressed. Conversely, the RT-BLE protocol
proposed in this paper works on standard BLE devices.
The BLE standard is limited to a star topology. In order to
increase the communication coverage, it is possible to use a
network with a tree topology, as it provides for multi-hop
relaying. The work in [9] proposes an approach to implement a
scalable tree-based network using BLE network that aims at
expanding the BLE network coverage, thus increasing its
scalability. However, the approach in [9] does not provide data

packets with real-time support, as it is intended for Internet of
Things (IoT) applications. Conversely, the RT-BLE proposed
in this work increases the BLE network scalability while
supporting real-time traffic.

Several BLE implementations [12] require a guard band
(GB) between the connection events to cope with
synchronization accuracy. Moreover they provide configurable
parameters to set the maximum size of each connection event.

3. ACHIEVING BOUNDED LATENCIES ON BLE NETWORKS

B. Configuring BLE to obtain bounded latencies
This section explains how to set the main configuration
parameters in order to enforce bounded message latencies over
BLE networks with a star topology. A mathematical
formulation is provided and discussed.

A. Overview on BLE
In BLE once a connection is established, two Link Layer
(LL) roles for the devices are defined, i.e., master and slave.
The master coordinates the medium access adopting a TDMAbased polling mechanism, in which it periodically polls the
slaves. In BLE [1] the time is divided into units called
Connection Events (CE). Frequency hopping is realized on
each CE, i.e., in each CE a different channel is used. The
connection event starts with the transmission of a data packet
from the master to a slave. The start time of a CE is called an
Anchor Point (AP). The start times of connection events are
regularly spaced, with a configurable interval called a
Connection Interval (CI). During a connection event, the
master and one slave transmit and receive packets alternately.
The connection event is considered to be open as long as the
devices continue to transmit packets. If none of the devices has
data to transmit, the slave switches to the sleep mode until the
next AP. At this point, the master starts the communication
with another slave and the process repeats until all the slaves
have transmitted. At that point, the master also goes to sleep
until the next connection event starts. This way, the master
basically splits the connection interval into as many connection
events as the number of connections. Consecutive packet
transmissions are separated by an Interframe Space (IFS)
whose duration is 150 μs. Fig. 1 shows an example in which
there are two slaves (S1 and S2) and one master (M). The
bottom line of Fig. 1 indicates the connection events for the
slave S1 and S2, which are periodically repeated with a period
equal to CI. The top line of Fig. 1 presents the details of each
connection event. At the anchor point of S1 (APS1) the master
transmits a packet to S1, thus starting the polling and the
alternating transmission sequence (M->S1, S1->M, etc.). At the
end of the CES1, the master starts the connection event for the
S2 (CES2), which is periodically repeated with a period equal to
CI. While the CI is the same for all the slaves connected to the
same master, the relevant anchor points are shifted, as the
master polls one slave at a time. The BLE specification also
defines a parameter, called Connection Slave Latency, which
specifies the number of consecutive CEs that a slave has to
skip while remaining in sleep mode.

Fig. 1 Example of the BLE medium access mechanism.

The slave shall always send a reply to the master for any
packet received, valid or not [1]. The ack for the previous
packet is transmitted within the header of the reply to the
master.

The maximum packet length (L) that can be transmitted at
the physical layer is 47 bytes [1], thus the time needed for
transmitting it at 1 Mbps, here called TL, is equal to 376 μs.
Hence, the duration of the connection event j (Ts j) that can
embed the transmission of Mj maximum-length data packets
can be calculated as
(

)

Equation (1) takes into account the time for Mj master/slave –
slave/master transmissions within the j-th CE plus the IFS
intervals between the transmissions. Taking into account Eq.
(1), the maximum time that the master takes for handling S
connection events (Ttrx) (S is the number of connections) can
be calculated as
∑
where (S-1) indicates the number of GB intervals between the
connection events. The standard specifies that the connection
interval can be configured as a multiple of 1.25ms in the range
from 7.5ms to 4s [1]. Hence, we have to calculate the minimum
multiple of 1.25ms that is higher than or equal to Ttrx so that the
minimum connection interval (CImin) for S connection events
can be calculated as
(⌈

⌉

)

The BLE protocol with a suitable configuration (i.e., with
bounded connection events) allows for bounded delays when
the network has a star topology, so a master can rule the timing
and synchronization of all the network nodes. Some issues
raise in the networks in which the slaves are connected to
multiple masters (i.e., a slave holds connections with multiple
BLE networks). In fact, as there are multiple masters and each
of them provides synchronization to the associated slaves, it
may happen that the CEs assigned to the same slave by
different masters overlap. This can happen, for instance, in the
topology that is shown in Fig. 2.

Fig. 2 Example of topology with a potential for CE overlap.

In fact, the node D3 may experience a CE overlap problem,
as such a node is connected to two different masters, i.e., the
nodes D2 and D4. In the worst case, the two masters transmit a
packet to the node D3 at the same time, thus determining a CE
total or partial overlap. In particular, one of the four cases
depicted in Fig. 3 may occur.

and 7, while it is a slave of the node 4. In the example of Fig. 4,
the node 3 has to communicate with two masters that are not
synchronized with each other. Consequently, due to the
potential for CE overlap, the transmissions to node 3 cannot be
guaranteed.
To deploy a meshed network that avoids the CE overlap,
the nodes have to be configured according to the following
rules:
1.

A node not acting as a master can establish a
connection with up to two masters.

2.

A node (A) acting as a master can establish a
connection with at most another master (B). In this
connection, the node A shall play the slave role.

Note that, according to the BLE specifications [1], a device can
act both as a master and a slave for different connections and
can also establish connections with several masters. Several
devices, such as [12], support different roles at the same time.

Fig. 3 Possible overlap of the connection events.

In Fig. 3A and 3B the CE overlap is partial, while in Fig.
3C the overlap is total. In Fig. 3D no overlap occurs.
Section IV proposes a solution to this problem that enables
real-time communications over BLE and also offers support for
mesh network topologies.
4. PROTOCOL DESIGN
The RT-BLE protocol proposed in this paper enables BLE
to achieve bounded message delays, thus providing support for
real-time communications, and also introduces multi-hop data
transmissions, thus allowing for the creation of meshed
networks. The main idea to achieve this result is to create
multiple networks (here called sub-networks), each one
coordinated by a master. The sub-networks in turn share one or
multiple slaves that act as “bridges” between the sub-networks.
Fig. 4 shows an example of network topology in which there
are three sub-networks, coordinated respectively by nodes 2, 4,
and 6.

Fig. 4 Example of RT-BLE network topology.

In Fig. 4, the node 3 is a slave of both the node 2 (i.e., the
master of the sub-network 0) and the node 4 (i.e., the master of
the sub-network 1). The node 6 is the master for the nodes 5

In order to enable a slave node to be on the right sub-network
at the right time, the connection intervals of the different subnetworks have to be the same. To this aim and to avoid CE
overlap, the connection interval for each sub-network has to be
calculated, using Eq. (3). Then the CI for any sub-network,
henceforward called CI* is chosen equal to the maximum of
the CImin values among all the sub-networks.
The solution proposed in this paper to solve the problem of
CE overlap and to enable real-time communications on BLEbased meshed networks is explained through the case-study
shown in Fig. 5, in which two master nodes are connected with
four slave nodes each.

Fig. 5 Case-study topology for the RT-BLE approach.

The node D5 is a slave connected with the nodes D3 and
D7, therefore the connection events of the node D5 may
overlap. The solution here proposed is to alternate the
connection of the node D5 with a master at a time. This means
that in a given connection interval the node D5 will disable the
connection with the node D3, while for the next one it will
enable the connection with the node D3 and disable the
connection with the node D7. This can be easily realized, as at
the higher levels of the BLE stack a mechanism to
enable/disable a connection setting the Client Characteristic
Configuration Descriptor (CCCD) is provided. This is a two-bit
field that works like a real switch. It allows one of the two
nodes to enable or disable a connection, notifying both the
nodes about the new status of the connection. The slave D5 in
Fig. 5 can modify these bits at any time and each master,
before sending data, has to check that the connection is

enabled. If this is not the case, the master inserts the packet in a
queue and transmits it in the next connection event. This way
the CE overlap is avoided.
Fig. 6 shows the timing of the masters D3 and D7. The
semi-transparent bigger rectangles represent the intervals
during which the node D5 disables the connection with one of
the two masters.

where CI* is the maximum of the CImin values among all the
sub-networks. To calculate CImin, according to Eq. (1), (2) and
(3), the maximum number of messages (Mj) that the node j has
to transmit is calculated as
∑

,

(5)

i.e., the number of flows that are generated by the node j plus
those that have node j in their routing path (R). Finally, the
end-to-end worst case latency for the flow f is calculated as the
product of WT and the number of hops (h) the flow f has to
traverse to reach the destination, i.e.,
.

Fig. 6 The solution to the overlapping CEs problem.

Fig. 6 shows that the node D5 is initially connected as a
slave to the node D3. Subsequently the master D7, which in the
initial phase has only two connections (with the nodes D6 and
D8, respectively), establishes a connection with the node D5
(and later with the node D9). The master D7 allocates one CE
for the connection with the node D5, which is a shared slave
with two connections. Once the connection with the node D7 is
established, it is immediately disabled (semi-transparent
rectangle). As soon as the node D5 transmissions with the node
D3 finish, the node D5 disables the connection with the node
D3 for a time equal to the connection interval and enables the
connection with the node D7, for a connection interval. This
mechanism repeats over time.

(6)

A. Analytical results.
This subsection presents an analytical evaluation of the RTBLE protocol with aim of providing some quantitative
performance indicators. The first computed metrics is the
minimum connection interval, calculated using Eq. (3). The
evaluation was performed varying the number of nodes (N) and
the number of messages transmitted from each node (M). For
the analysis, it was assumed that one CE is assigned to each
node (i.e., S = N). Results are shown in Fig. 7.

In the proposed approach the network is configured offline.
Dynamic configuration will be investigated in future works.
5. TIMING ANALYSIS AND ANALYTICAL ASSESSMENT
This section presents a timing analysis to determine the
end-to-end worst case latencies. We consider a network made
up of N nodes. Each node generates multiple messages
belonging to different flows (f). Messages are periodically
transmitted with a period Pf. The routing path (Rf) for each flow
is fixed and configured offline. To improve fault-tolerance,
each node has to maintain a routing table with a backup path
for each flow (this way the analysis can be repeated for each
path). Each flow is thus characterized by the pair (Pf, Rf), where
Rf=(n0f, …, nhf) is the vector of the nodes (n) that a message of
the flow f has to traverse to reach the destination (nh), while h is
the number of hops.
For the sake of simplicity, here it is assumed that each node
has assigned one CE within the connection interval. CEs are
sized so as to provide room in every connection interval for all
the messages that are transmitted and/or forwarded by the
node. This way, all the messages in the transmission queue of
the node are transmitted within one CE.
According to the approach presented in Sect. IV, a node has
the opportunity to transmit its messages every two connection
intervals and connection intervals have the same length by
design o by configuration, as it was explained in Sect. IV.
Therefore, the maximum time a node has to wait to transmit its
messages (WT) is equal to
WT = 2 CI*

(4)

Fig. 7 Minimum connection intervals (CImin) varying the number of nodes (N)
and the number of messages transmitted from each node (M).

Figure 7 shows that the minimum connection interval
grows linearly with the number of nodes. In particular, in all
the evaluated cases, the CImin value is lower than 50ms. Such a
value is close to and comparable with the network duty cycle
of other IWSN protocols (e.g., those based on the IEEE
802.15.4 with its industrial flavors [10], [11]).
The second computed metrics is the worst case end-to-end
latency, calculated as in Eq. (6). In the considered scenario,
each node periodically transmits one packet to one sink node.
Nodes are connected in a daisy-chain topology (Fig. 8). Such a
topology represents the worst case for our protocol, as
increasing the number of nodes, the number of flows for all the
nodes in the chain also increases. The results, shown in Fig. 9,
are obtained varying the number of hops (h) and the number of
chains connected to the sink node (each chain is a network
segment, with a daisy-chain topology, connected to the sink
node as shown in Fig. 8).

Fig. 8 Assessed network made up of 5 chains of 5 nodes each.

Fig. 9 refers to the case of one subnet and five nodes, where the
Node 1 transmits one message to the Node 2, the Node 2
transmits two messages to the Node 3, and so on. Fig.9 shows
that the maximum latency is lower than 100ms. In the case of 5
chains (i.e., 5 network segments with 5 nodes each) the
maximum latency is lower than 350ms. Such a result proves
that the RT-BLE approach makes BLE suitable for industrial
WSN, as the maximum latencies achieved are comparable with
those required for industrial communications [14].

Fig. 10 Implemented topology.

In the implemented topology, which is shown in Fig. 10,
the connection interval was set to 20ms, as the Blue-NRG
transceiver communicates with the MCU through the SPI port
and this entails higher latencies.
The end-to-end delay is the time interval between the
sending time of the application packet at the transmitter and the
receiving time of the packet at the receiver. The results relevant
to the packet end-to-end delay for a connection are shown in
Fig. 11.

Fig. 9 Worst case end-to-end latency results.

6. EXPERIMENTAL RESULTS
This section presents some experiments carried out to
characterize the feasibility of the RT-BLE approach on real
devices and to measure the delay experienced by real-time data
exchanges.
The testbed was devised so as to obtain the latency bound
on a single hop, which represents the most important condition
for the feasibility of the proposed approach.
Measurements were performed using the X-NUCLEOIDB05A1 devices produced by STMicroelectronics. These
devices are equipped with SPBTLE-RF BlueNRG-MS, i.e., a
communication module compliant with the Bluetooth
Specification v4.1[1].
The testbed was composed of 4 devices, as shown in Fig.
10. Device A was the master for the devices B, C and D
(slaves). All the slave nodes periodically generated one packet
with a period equal to the CI. Only the mechanisms of RT-BLE
for single-hop real-time communications were implemented in
this phase, to prove that, with a suitable configuration of the
CE lengths and of the connection interval, the network
provides bounded latencies.

Packet ID

Fig. 11 End-to-end delay.

As it was expected, the maximum end-to-end delay that was
measured is 20ms, so it is equal to the connection interval.
Thanks to the configuration methodology presented in Sect.
IIIB, the end-to-end delay for a packet is always lower than the
connection interval configured, as all the messages generated
from a node are transmitted in the same connection event and
all the connection events are scheduled within a single CI. This
result provides an evidence of the latency bound on a single
hop, which represents the most important condition for the
feasibility of the proposed approach.
7. CONCLUSIONS
This paper proposed RT-BLE, a protocol for industrial
wireless mesh networks developed on top of BLE that provides
real-time support for data packets and extends the network
scalability and coverage. The paper also presented an analytical
evaluation of the connection intervals and of the worst case
end-to-end latencies. The results obtained show that RT-BLE
allows for latencies that are comparable to those of other IWSN

protocols and prove that RT-BLE is suitable for industrial
applications. Moreover, a proof-of-concept implementation of
the same mechanisms as RT-BLE showed its feasibility on
COTS devices.

[7]

Further work will investigate a dynamic configuration
mechanism combined with load balancing techniques, such as
those investigated in [13], to provide more flexibility and to
increase reliability and fault-tolerance. Moreover, a fullfledged version of RT-BLE will be developed on COTS
devices to assess the protocol in a realistic multi-hop scenario.

[8]

[9]

[10]
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